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“ZupBoAaira” hacking: NMNéoco kKooTiCel To hack

EVOC AOYapPLATHOU;
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/ Neuntovoia
YTapXouv MOAAOL, IOV iCWC va KNV KITOPOoUVY va OuunOolV TIGC NHEPEC TIOL
n HTML ypa@otav e0AOKARPOUL HE TO XEéPL, OMWG MAPOHOIWG LTAPYOLV
moAAoi hackers, mov ©6gv pmopoOV va OuvunOolv mote éva exploit
XPEIAOTNKE VO KOATAOKELAOTEL amdé To MNdév. H 6iabikaocia touv hacking
6ev émaye va eival mapdavoun, aAAa @aivetalr va £€xelL yivel mo user-friendly
Zuvdévalovtac TO YEYOVOC aLTO ME TNV aDEnon TOULU APLOMOD TWV
CULUVOAAQYWV TIOL TPaypatomolovvTal online, dnuiovpysitar mMPoOcPopo
£€6a¢@o¢ yLa TNV avdnTtuin TnG MAPAOLKOVOHIAG.

Prrzj@atnot found or type unknown

Me ta e€eAtypéva exploit kits, Ta dwpedv epyaieia, ta botnets kat Toug hackers
MPOG €volkioon, €XelL KATAOTE(l OXETIKA EOKOAO KATL TTOL TMAALOTEPA ATAV HLvaTO va
npaypoatonondel povov amnd edikevpEvoug hackers. ‘Exel dnuiovpynBel pila
napdvoun ayopd Omov o KaBévac umopel va ayopdoel Kal vo MOVAACEL malware,
exploit kits, botnets, mAnpogoplec yla MOTWTIKEG KAPTEG, zero-day evumdBelec (yLa
TLG omoleg Kavéva patch dev elval dlaB€oLuo) yla dnUo@IA} AELTOLPYLKE CLOTAUATA
N YO EQAPUOYEC KABWC Kol ULTMNPECieC OMWC N €miBeon KOl N KATAOTPOPH €VOG
website 1 n ektéAeon emBéoewv DDoS. Mwg, Aotrtdv, Asttovpyel OAN avTh n ayopd;

Onwc¢ to Software w¢ vnnpeoia (SaaS) HeTATPEMEL TOV TPOTIO IOV £XOVUE MPdoBaaon
OTIC €@QapuoYyEC, €Ttol kot To Hacking as a Service (HaaS) OLevkoAOvel ToOuG
EMTIOEUEVOLG.

Amé O0lKOVOULKAG dmoyng, To KGoTOC Tov anatTtelTal yia va npooAngbsl évag hacker
elval mapdpolo pe ekelvo mov amatteltal ywa tTnv mpdoAnyn omolouvdAmoTe &AAoU
enayyeApatia. O xpdévog nov Ba agplepwoovy oL hackers kaBop(Cel kat TNV apopn
TouG, 600 TMEPLOOOTEPOC XPOVOC XpelaoTel yia va oAokANpwOel n dwadikaoia TNG
eniBeong to60O peyaAlTeEPN Oa sivalt n apolBry touvg. Mia amAr enibeon DDoS A
MEPLKA KakOBovAa SEO links Ba pnopoloav va kootioovv oAl $100, v ta RATS
onwc¢ Tto Blackshades § n evowkiaon botnet 6a pnopoloe va kootioovv amnd $250
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MEXPL Kalt $500. O mApnG €AeyxoG €vdéc botnet 6mw¢ to ZeuS pe duvaTOTNTEG
dlayelplong kat eAéyyou propel va kupavOel ota $20,000.

Aedopévou OTL oL hackers mpogavwg d6gv Ba meptuévouy PEXPL va INTAOOLY TLC
vnnpeoiec Toug yla va avalnTAoOLY OLKOVOULKA 0QEAN, oLVABWC avalntolv £00da
HEOW TNC mMwWANong exploit toolkits. Apxlkd n mwAnon Twv toolkits 6&v tav Kot
1600 €mKEPONAC, KABWC HOALG ayopaaoToLy, yivovuv download Kat peTanwAnbolv, ta
KEPON TOL MMopolvV va amo@épouv oTouvg developers pewwvovtal otadlakd. To
Blackhole toolkit éAvoe auvtd TO TMPOBANUA, €L0AYOVTAC EVva HOVTEAO TOPOXNG
LTNPECLWY Yla updates, pe to omolo o xpNotTnG pmopel va AdBel vmooTAPLEN, VEQ
features kat véa Zero-Day exploits pe tTnv mpodmdBeon 6Tl £xeL yivel cLVEPOUNTAC
otov apxlkd developer. OL MPOYPAUUATIOTEG ME TN OELpA TOLG Oa emevdlooLY
Kamola xpridota yla tnv €0peon kot dnulovpyla véwv exploits kat features oto
toolkit. Exploit kits avolyto0 nmnyaiov Kwdlka énwc to Metasploit unopel va yivel
download dwpedv.

YTapxXouv S1a@opeTIKEG e161KOTNTEG pETAED TwWV Hackers;

Onwcg akplBwG ovuBaivel pe ToOug “vOULUOLG” Kol NBKOOC hackers Kal Toug
IT/Network security enayyeAuatiec, ot hackers €xouvv edikétnTeEC. MBAVA va
undpxouvv KAToLoL, oL onoilot elval MEPLOTOTEPO ELOAUOVEG OTOV TIPOYPAMUATIONS Kal
otnv dnuovpyla Wv A Trojans, 6NMWC akPLBWC vrtdpyxovy enayyeAuatiec IT Security
nmov eldlkebovTal otnv dnulovpyla signatures ylwa va evtomiCouv TETOOL €(doULC
malware Kal OULUPETEXOLY OTnV Odnulovpyla mpoidvtwv antivirus/antimalware.
MBava va vmdpyovv Kot AAAoL, Tov €xouv eldikevon otnv TavTomnoinon evnabeLwWY
0TO AOYLOMULKG 1§} ot AstTtovpylkd cvotrpata. Mnopel va vmdpyxovv Kot GAAOL, oL
omolot glvat éunelpotl atnv napaBioon websites 1 dIkTOWY. AvTdC 0 KAGdOC elvatl
TO0O0 TOKIAOPOPPOC OG0 KoL 0 KATAAOYOG TWV TLOTOTMOLAOEWY A0PaAE(aG SIKTOWY,
Tmov oL vmelBLVVOL TANPOPOPLKAC TPOOTaABbolY va QATMOKTACOLY YyLa va Yy{vouv Lo
KATOUPTIOMEVOL.

Mowa eivat n Avon;

Onwcg €xeL damotwBdel to KOOTOC pmopel va elval OXETIKA YOPNAS, ywx TNV
NMPOKANGN HEYAANG CNULAC, EVW €XOULV PELWOE(! oNUAVTIKA Ta eunédla €TOL WOTE va
dpdoel kK&molog avToBoVAWCG. And TNV MAevpd €vd¢ IT administrator, n Katdotaon
avth 6ev mpénel va odnyrioel o€ mapalitnon, aAA& otnv avalAtnon vEéwv £Eumvwy
Tpénwv mpootaciag. Mevikd, n €EaocedAlon 6Tl O6Aa Ta software patches €xouv
ylvel update, kKot N MARPNG EVNUEPWON YLO TLC VEEC TAOELG OTOV KAGSO amoTteAoDV
ML onuovTikg apxi. MAwvTtag yua tdoelg, BeBawwbeite 6Tl elote o€ ema@r WE TLG
apubddLleg apyxéc oe mepinTtwon mov méoete BOPaTA plag emniBeong botnet. To €pyo



NG Symantec o€ auTtdv TOV TOMEQ £XEL 0BNYOEL O APKETA TMAAYHATO EVAVTLA OF
botnets puéxptL oTLyuniG.

Elvat onuavtikd ol xprioteg va elvatl eKMadeLPEVOL £TOL WOTE va YvwPI(Couv WG va
MPOCTATEDOOLVY T dedopEva TouG. OL BLaXELPLOTEC TOL BLIKTOOL Ba TPEMEL v TOLG
EVNUEPWOOLY OTL TPEMEL VA AMOPEVYOLY va KAvouv KALK o€ email links mouv dev
yvwpiCouv f va amo@elyovy va avolyouv cuvnuuéva apxela mov dev avayvwpilouv.
En{ong, oL SLaXELPLOTEC MPEMEL va ATIAYOPEDCOLY TO «TELPATIKO» AOYLOMIKO Kal va
dle€dyouv pabripaTa evatgbntonolinong yLa va KPATAOOLY EVAREPOVG TOLC XPHOTEC.
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