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TL EivalL n EmiBeon DDoS Kat NMwg Pixvelr Meyaia
Site
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Av Kdmolo yvwoTtd OLeBvEC site mov emokEénteoTe delyvel va duoAeltovpyel N va
EXEL TEOEL EVTEAWC Yla KATOLEC WPEeC, €lval MOAD mBavd o évoxoc va elval pla
enibeon DDoS. ZOugwva pe TN Verisign, 50 ekaTopplpla OXETKA KpolouaTa

Kataypdeovtal €tnolwg, Ta omola Kata@épvouv va yovatioovy oKOUa Kol T
HEYaADTEpa site. Aelte TL elval n eniBeon DDoS kat TL Thv KaBloTtd Tdo0o emnikivduvn.
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T eivar n emi®eon DDos ka1 DoS
Ta DDoS kot DoS €ivat cuvtopoypagiec TnG epdong (Distributed) Denial of Service.
2Tt EAANVIKA peTtagppdletal we «Kataveunuévn EniBeon Apvnong EEunnpétnong».

Mwa emnibeon DDoS éxelL oav otdéxo éva cloTnua, ouvABwe €vav server f éva
0AGKANPO KEvTPOo Hedbopévwy (datacenter). H emiBeon «BouBapdiCel» To cOOTNUA UE
€va TEPAOTLO OYKO BESOUEVWY aTIO DLAPOPETLKEC TINYEG.

To cboTNUa, oTnNV MPOCTIABELA TOL Vo AVTATIOKPLOE(, KATAAYEL va eEAVTAACEL TOUG


/var/www/staging.diakonima.gr/cat=92
/var/www/staging.diakonima.gr/cat=14
http://www.diakonima.gr/wp-content/uploads/2017/07/01.png

népou¢ Tov, Omw¢ CPU, RAM, KTA, UE QMOTEAECUQ VA LMEPPOPTWVETAL KL OTO
TEAOC va KaToppeDOEL.

Mia «emi®eon DD0S» 0TNV OMOid £XOVHE CLUMMUETEXEL ADEAA pHaGg
Ma va To KAVoLPE KaTtavontd, ag dovue €va amnAd mapddelypa mov £xovpe CACEL Ol
neploodTeEPOL MO EUAC.

Exete mapatnpnoel nwg tnv Mpwtoxpovid, pe To TMoOL Ba aAAGEeL o xpdvog, N
OMEOWC METE TNV AvdoTaon To MNaoya, yia hEPKE Asntd elval S0OKOAO va KAVOULUE
pLa KARon i akOpo Kot va 0TE(AOLPE SMS PE TO KwNTo?

Auvté ovuBaivel yiati vmePBOALKA HEYEAOC aplOPOC cuvdpopnTwy mpoomnabel va
xpnowuonotjoet to diktvo TOvTOXpPova. To (Blo oyDEL KAl OE TMEPUITWOELG MLa
EKTETAMEVNG PUOLKNAG KATAOTPOPG, OTIWC Tt O €va GELOUO.

2€ KAVOVIKEC OLVONAKEC, MOVO €va TMOCOOTO TWY XPNOTWY XPELAeETAL TALTOXPOVA
npdéoBaon oto diktvo avd ndoa oTLyur.

‘Etol, oxeddv kavéva peydAo 6ikTuvo, lte mpdkeLTal yia 6(KTLO KLwNTAG TNAEQWVING
N yla loTooeA(da, dev elval oxedLaoUEVO WOTE va vrooTnP&el GAOLC TOUG XPNOTEC
ToLTOYPOVA. Oa ATAV TEPATTIA OTIATAAN MOPWV.

Mia KakOBOULAN VTIEPPOPTWON

K&tt avtiotolxo ouvupBaivel oe puwa emniBeon DDoS/DoS, av KAl yld EVTEAWCG
dlagopeTikd aitia. Xe avti TNV neplntwon, dev elval mpayuaTikol XpAOTEC TOU
MTIAOKApoLY €va dikTuo N €va server. MPOKELTOL YLA AUTOUATOTIOLNUEVEG EVEPYELEG
HEéow software.

OL gvépyelec auTéC Oev €xouv okomd va a&lomoljoovvy Tov server, aAAd va Tov
MrAOK&povv. Etot, eumodifouv TOLC MPAYMATIKOOC XprioTtegc amd TO va €XOLv
npoécBaon oto diktvo.

MAALoTO, €Medf OL €EVEPYELEC €XOLV OKOMO Vv MMAOKAPOULY, XPENOLUOTOLO0V
MEYAADTEPO OYKO HEBOPEVWY OE OxX€on ME Evav amAd XpAOTN.

‘Evac vumoAoylotri¢ Tov OULUPETEXEL Ot Ml emiBeon DDoS pmopel va mpogevel
emPBapuvvon (on PHE EKATOVTADEC 1 XLALADEC KAVOVLKOUC XPHOTEC.

Ou enBéoelc DDoS kat DoS avagépovtal OLOLACTIKA 0TO (Blo TMPAYUA, UE HOVadLKA
dlagpopd tnv KA{HaKA.



H eniBeon DoS eival €va pLKPAC KA(MaKoG kKpoOopa, cuvABwg amd €va cloTnua-
B80TNn npo¢ éva cdoTNUA-B0ua.

2T DDoS emBéoelc n KA{Maka €lval co@we peyaAdTepn, a@ol BaolCovtal pEXPL
KAl O€ €KATOVTAOEG XALADEC OLOKEVEC. ApPKETA MeEYAAec embéoelc DDoOS Kal
HTopoLVY va plEouvv oASGKANPa KEVTPA HEOOUEVWY E TTOAAATIAOVUC Server.

Mua oOVTOMN LOTOpPILa

OuL mpwtec DoS embéoelc mapatnpendnkav katd TN Oekaetioc Ttov ‘90 Kot
EKMETAAAELOVTAY AMAWG bugs kat aduvvapiec Aoylouiko0. Elxav otéxo va BydAovv
EKTOC AcLToupyloC HEMOVWHEVOLC Server Kol brnpeaiec.

Ta TeAevtala 20 ypdvia, avtol TOL €£{(bouvg oL evépyeleg €xouv eEeAlyBel o€
onNUavTIkKG BaBud. Xe avtd Bordnoav mponyuéva epyaAsia SLKTOWONG, KOABWG Kal
TO MEWWMEVO KOOTOG LMNPECLWY TIOL UMOPOLV va Ypnolonownfolv oe pla emibeon
DDosS.

O0POTO TETOLWV EMOECEWY €YOUV TEOEL PEYAAEC eTalpeieg, amd TIC apxEC TOL
2000 p€xpL kKat onuepa, 6nwc CNN, Amazon, Yahoo, eBay, Sony, Facebook, Twitter,
aKOpa KoL To site Tou FBI, pETAED AAAWV.

loTtoplkd, N peyaAlTepn emniBeon DDoOS mou €xel kKataypa@el HEXPL OTLYUNAG, €YLVE
oTiG 21 OkTtwPplov 2016.

O0pa Atav n etatpla Dyn, n onola eA&yxel TO HEYOADTEPO HEPOC TWV LTIOSOPWVY
DNS (Domain Name System) touv dtadiktOouv. To kKpoboua autd eixe enintwon o€
QUETPNTEC LOTOOEADEC BleBvw, oL omolec BaoiCovtav otoug DNS servers tng Dyn.

O O6ykoCc Oedopévwy mouv KaTdpepav va yovatioouvv TOuG server TBavév va
Eenépaoe ta 1,2Tbps (Terabit per second, TploekatoupOpLla bit avd devtepdAemnTo).

AvTd TO HéEyeBOC ATav EQPLKTO PE TN XpPrion €voc¢ botnet pe to évopa Mirai.

Botnet: To KLPLOTEPO OTAO Yia TNV eEanoOAvon plag eniOsonc DDoS
0Ooo kL av akovyetal nepiepyo, pia enibeon DDoS Acttovpyel pe tnv (da Baolkn
apxr 6w n popoAoyla Kat n eLAavBpwrmia.

Tu €lvatl mo e0koAo? Evag avbpwto¢ va dwpiocel 1.000.000 €vpw, i 1.000.000
avBpwrmot va dwaoovv amnd 1 svpw?

Av kdmolot B€Aouv va emteBoOY oe €vav peydAo server, dev apkel va oTEAvOLV
alTAMaTa amnd mévTte ] d€Ka LTIOAOYLOTEG TavTOXpPova. XpeldlovTal XIALAdEC i Kal



EKATOVTADEC XIALADEC LTIOAOYLOTEG. 2ZTLG MEPEG MAC, aLTO slval EQLKTO PE TN XPron
€vO¢ botnet.

H Aoylky Tou botnet elvat anAf. MpwTta, €va KakO6BouvAo Aoylopitké TOmoL trojan
MOADVEL €vav aplOud amd vmoAoylotéC. To trojan pmopel va mpoépyetal amd
MOALOUEVO  ouvnuuéEva OTo  email, omnaouyéva MPOYPAUMATA, MOAUCUEVEC
LoTo0oeA(BEC, 1} and onmovdATOTE AAAOD.

Ooo 1o mMOAAODG LTIOAOYLOTEG KATAQEPEL VO WOADVEL TO trojan, TOOO LOYLPOTEPO
elval to botnet.

®uolKd, oL KATOXOL TWV HOALCHEVWY LTIOAOYLOTWY 6ev yvwpilovv ¢ To cloTNUA
TouG €lvat poAvopévo. Ta trojan mouv ypnoluomolovvTal yla To botnet amogedyouvv
va TpaBniEovv TNV mMpPoooxn, OnMwc Ty ME TO va Oelyvouv dlagpnuicElc i va
KATAOTPEPOLY HEOOUEVQL.

Ot poAvopévol LTIOAOYLOTEC ovoudlovTtal «zombie», KaOWC To trojan pmnopsl va
ndpeL Tov MAPN €AEyX0 TOL vToAoyLoTH, 6Tav XpPELoOoTEL.

AE(CeL va onuewwBel mwg avtol mov dnuwovpyolv TO botnet kat avtol mouv TO
XPNoLuomolovy dev elval anapaltnta Ta (dla dtoua.

Zuxva plo opdda hackers €xel dnuiovpyrioel éva botnet kat otn ocuvéxela volklaleL
TN xpNnon tou o€ tpliToug.

Ané ekel kal mépa, To botnet unopel va kK&vel 6,TL BEAEL aLTAOC TTIOL TO XPNOLUOTOLEL.
Mmopel va BAAEL KEBe vTIOAOYLOTH va OTEAVEL HEPIKA Spam emails, WoTeE CLUVOALKE
va 0TEAVOVTOL DEKADEC EKATOMMOPLA HLAPNULOTIKA pnvouata and to dikTuo.

duvolkd ta botnet 6ev meplopiCovtal pévo oe email, unopodv va otelAovy unvipaTa
oto Facebook rj To Twitter, oxdAla o€ L.oTooEABEC, | OTL AAAO YpeldleTal.

Kat, yla va emavéABOLPE Kal 0To B€ua oG, Ol LTTOAOYLOTEG TOL botnet pmopolv va
e€amoAloouvy pLa emnibeon DDoS.

EWdkd otnv eniBson mpog tn Dyn, to botnet Mirai €ixe pua kawotouia. Avti va
MOAOVEL ULTOAOYLOTEG, EKMETAAAEDTNKE KEVA aO@PAAE(0C OE OULOKELEC TOTOU
«Internet of Things».

Ol ovokevég Internet of Things (loT) €lval KGuepeg, BEPUOOTATEG, HEXPL KL YuyEla
nov €youv npdoBaacn oTo (VTEPVET.

To Mirai @épetal va mripe Tov €Aeyxo o€ meploodTteEPeC amd 150.000 TETOLEQ



OLOKEVEC Kal va TLG Xpnotpornoinoe yla tnv eniBeon.

Ma va KataAdBete TL ovphBaivel o mpayuaTikd xpdvo Kab’ OAn Tn dldpKeLla HLOG
eniBeong DDoS, d&lte to mapakdTw PBivteo.

AmoteAel Pl ypa@lkn aneltkoévion tng eniBeong mov €ywe 1o 2013 otouvg download
server touv VideoLAN, Touv opyaviopol mouv avamntdooel Tov yvwotd Media Player
VLC.

Ol XPWHATLOTEG MNMAAEG AVTLIPOOWTELOLY TA requests Mov OTEAVOVTOL OTOV Server,
EVW amd TNV GAAN pePLd o server mpooTmabel va avTeneEEABEL aTnV Kivnon avTH.

TOmolL DDoS sniBéocewv
OL ToOmoL Twv emBéocwv DDoS eival mdpa moAAoi(, kai 6ev umopolOPE va TOULG
avaAboovue OAOLC o€ aLTOY ToVv 0ONYO.

Opwg, avtd Mov UNMOPOVHE Vo KAVOLUE, Elval va 0aG TTAPOLOLACOVLE TOUG TECTEPLG
BaolkéTteEpoLG TOMOLG DDOS emBéoewv, otoug omoiovg PBaociCovtal Kot TOAAATIAG
AAAa (6N emBETEWV..

MNoapakdTw Ypenoldomnowobvtal 6pol Onwg TPwAR xewpayia (SYN, SYN-ACK, ACK),
TCP, ICMP KTA, Toug omoloug de Ba avaAloovpe, agoL yLa va yivouv kKatavontol
xpelalovtal EexwpLotd 0dnyo.

SYN Flood (KatakAvouog SYN)

Autéc o TUOmog emiBeong otnpiletal ot PBaolkéG apxéC TNG Asttouvpylag
emkowwviag dktvov. MoAvdpBua attAuata oodvdeong TCP /SYN amooTéAAOvVTOL
OTOV server PYe TETOLO PuOPGd, Mov Oev pmopel va aVTIHETWIOEL TNV enegepyaaia
OAWY ALTWV.

O server, kKatd TNV mapaAoBry Tou MAKETOUL, dnulovpyel pla obvdeon yua va
EMLKOLVWVNOEL E TOV TIEAATN KoL MEPLUEVEL EmBeBalwan.

Ou emBEoelc tomov SYN Flood KataxpwvTal auTOV TOV PUNYXOVIOUOS, Kal 6 GTEAVOULY
noTé TNV emPeBaiwaon mov MEPLUEVEL O server.

Me auTtdv TOV TPOTO, OAEC OL VEEC CLVOECELC HELWVOVTOL KOl Ol VOPLUOL XPAOTEC
OLOLOOTLKA amokOBovTal and tnv npdécfacn oTov server.



Connection Flood (KaTtakAVOHOG ZUVEEéTeEwV)

E6W Onuiwovpyeltal évag tepdoTtioc aplBudc amd KevEG OLVOEOEL OTOV server.
OuoLOOTIKA amOCTEAAOVTAL TA TMAKETA TMOL XpeldlovTal PoOvo ywa Thv (dpuvon NG
TPAAC Xelpaywiag (SYN,SYN-ACK,ACK), xwp(c TNV HETaQOPE TWY dedOUEVWY.

216)x0¢ €lval va dnuiovpyndel €vag peydAog aplOudc amd MPAYUATIKEG OLVOEDELC,
Tmov TmpoEpyovTal amd mnpayuaTikég IP, kataBpoxBiCovtag Tn YwpnTikéTnTA
QVEKTEAECTWY OLVOECEWY OTOV OTOXEVUEVO Server.

UDP Flood (KatakAvopog UDP)

2Kkomo¢ avTAC TNG emiBeong elval va eEavtAnosl to bandwidth 3 aAAWWC TO €0pOC
dwvng. MNa va to KAvel avTtd, xpnolponolel To MPWTOKOAAD SiktOwong UDP (User
Datagram Protocol), p€ow Tov omoiov GTEAVEL £vav HEYAAO APLOUS TTIAKETWV.

ZovNBwe, T MOKETAH aLTA oTéAvovtal amd dtevBovoelg IP ue mAaotaypa@nuévn
nnyn. Etol, 1o bandwidth Twv ovvdéoewv PELWVETAL, KABLOTWYTAC TOV Server un
MPOCTRACLUO Yla TOUG XPHOTEG.

HTTP Flood (KatakAvopoég HTTP)
OuL HTTP emB€oelg €xovv 0TOXO va LTEPPOPTWOOULY TOV Server, Kal TEALKWG va
€EaVTAAOOLY TOLG LALKOUC Tépouc (hardware) mov £xeL dlaBETLoLC.

MepPLKEG QOPEC 0BNYODV OE QUALKN KATAOTPOQPr} TOL LALKOD Tov €EumnpPETNTH, Adyw
NG aduvvapiag avTipeTWMONG TNS bepPdpTwWong tns CPU Kat Tt™nG pvAung RAM.

MNati ot emBéoeic DDOS sival T600 dnpoiAsic?

Mwa eniBeon DDoS eilvat tavtdypova «EOKOAN» Kal EEALPETLKA OMOTEAECUATLKH.
Onwcg mpoavagépapue, vmdpxovyv £tolua botnet yia émolov B€AeL va HLOBWOEL TN
XpPrjon toug. ©a BpoLue TETOolEC LTinpPEeaiec oto Deep Web.

AuT6 onuaivel wg dev ypeldletal kKAmMolog va sivat TaAavtovxoc hacker ) akdéua
Kal va €xeL omoladrmoTte €16k yvwon yopw amnd ta diktua.

OewpnTkE, propel kavelc va ploBwoel éva €toldo botnet kot pla eni®eon DDoS
oav vrnpeaoia, he KOOTOC oL vroAoyileTal oe Alyeg XIALAdEC BoAdpla.

BéBala, To KOOTOC €€apTtdTal anmd To péEyeBoC TOL botnet, Kat To amattolduEVO
pHEyEBOC eEapTdTal and tov otd)o TG eniBeong DDoOS.



‘Eva botnet 50.000 cvokevwv dev mpokeLTal va pi&el my to Facebook, movu ot server
TOU UMOPOLY va avtamneEéABouvy ot MAvw amnd 1 dioekaTtouplplo xpAoTteg online
TavTOHYPOVA.

Me €éva opkeTd peydAo botnet, Ouwg, kot pe O6edopévo mMwe KEBe oOvokeLN
dnulovpyel moAAamAdola emniBdpovvon amd €va PEMOVWHEVO XPrOTN, aKOUO Kal ol
MEYAADTEPEG LOTOOEALDEC pmopolV va yovaTtioouy yla éva dldotnua.

Enlong, oL embBEoelc auvtég elvat €évag €0KoAoC TpdémoG yua va Oel(Eouvv ol
EMTIOEUEVOL TOV BUUS KoL TNV anodoklpaoia Toug Mdvw o€ éva BEuQ.

MOAAEC @opéC xpnotpomololy tnv emnibeon DDoS w¢g évav Tpdmo yla va emkpivouy
MY TNV etapela 3 TNV KLBEPVNTIKA 0opydvwan yla TNV EUEAVION QAVETLOOUNTWY
TIOALTIKWV 1 YEWTOALTIKWY, OLKOVOULKWY 1 VOULOPOATIKWY CUUTEPLYOPWV.

NMWG MPOOCTATEDOVTAL OL HEYAAEG EMLYXELPHOELG ATIO AVTEG TIG EMIOEOELG

Mia eniBeon DDoS pmnopel va MPOKaAEoEL oNUAVTIKA TPOBAAUATA Ot Lo eTalpela.
Autd elval kKuplwg olkovoulkd, KaBwWe To site toug madel va Asttovpyel yla 600
dlapkel n eniBeon. Eniong, To va punv Acttovpyel pua totooeAida elval mAyua otnv
aglomotia TnG.

M’ avtdév tov AdYyo, n KABe etapela mpémnel va AopBdavel kAol PETPA Yla va
MPOQPLAGCCETAL OO AVTEC TLG €TOEOELC.

O emnkpaTéoTEPOC TPOAMOC MpooTaciag lval HE TN XPAON ELOLKELUEVWY TIPOIOVTWY
MEPLMETPLKAG AOPAAELAC OLKTOWY KAl SIKTLAKWY EPAPUOYWV.

MpdKELTAL YL CUOTAUATA TOU TMOPEUBAAAOVTAL HETAED TWV ETOKEMTWY KAl TWV
WNELOKWY LTINPECLWY TIOL TIPOCPEPOULY OL eTalpeiec. AvTd Ta mMpoidvta SlabEToLY
MNXQVLIOPMOUC amMOTPOMNG KoL €VTOTOMOL Yyia Ml €miBeon DDoS, KabBwg Kot
avTiheTpaQ.

EtoL, umopolv va duakpivouvy méte n xprion TNG YwnoelakAc vuvmnpeociag elval
@LOLOAOYLKA Kol ToTE KOaKOBOULAN, epmodifovtag TN OevTEPn XWPIC va
dLatapdooouy TNV MPWTN.

Mpo@oavw¢ Kavéva cloTnua mpooTaciag dev pmopel va amoTpéysl KABe emiBeon
AVEEALPETWC.



Onwc¢ kot og omolovdAMoTe AAAO TOMEQ TOL APOPA TNV NAEKTPOVLKN aOQAAELQ, Ol
KAKOBOLAOL YXPAOTEC KOL OL €PeLVNTEC ao@aAslag epydlovTal aKATAMALOTA,
BEATLWVOVTOC TIC avT{oTOLYXEC HEBABOLC TOUG.

Acite CwvTava TIG KLVPLOTEPEG eMIOEoelc DDOS avTh TN OTLYMA
H oeAidba Digital Attack Map nmapakoAovBel KaBNUEPWYE TIC ONMAVTIKOTEPEC
emBéoelc DDoS dLebBvwc.

2TL¢ 17 lovAilov, mov Tpafrifape To mapandvw oTLydlOTLTO, N Mo coPfapn emniBeon
DDoS Atav atn BpadliAla.

BéBata, plxvovTtag Yl HaTId oTA TIL0 ONUAVTIKE MPOo@aTa KPOOOUATA. ..

...BAEMOLPE MWC N €kOVA KATA TN OLEPKELX MLAC TPAYHOTLIKE MEYAANG emiBeong
elval apKETA HLAPOPETLKNA.

Eoeic TL moTeVETE YIa TNV eniBeon DoS/DDoS?
Onwc elvat gugavég, ol emBéoelc DDoS elval éva apkeTd ouyxvd @ALVOPEVO, Kal
oLXVE KoLV TaLl amd OLKOVOULKE A Kal TIOALTIKA CLUPEPOVTAL.

rNnyn: pcsteps.gr
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